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MEMCRANDUM POR: Deputy to the DCI for Resource Msnagement
Deputy to the DCI for Collection Tasking
Deputy te the DCI for MNational Inteiligence
Teputy Director for Adainistration
Ba;nt? Dirsctor for Operations
Deputy Director for Sclence § Technology

FROM: Hobhert ¥, Cambino
" Diysector of Security

SUBJECT: Security and Management

1. PBecently I had the valusd opportunity to address your
senior staffs and discnss security problemsz jointly faced by
managers xnd security officisls today. ! appreclated the
axperisnce and hope now that similar sassions will be held by
the chain of command 3o that the vizal security nmessage of thes
noment gets wide distribution, In these meetinpgs, I would
encourage that these points be stressed:

* The current briefease/package check program
baing run by the Feaderal Preotective (Officers
iz not a Teaction--or, in the words of zoma,
an overreaction--to the Xamplies case. In
fact, except for timing, it has npething to
do with the Kamplles case. Planning for the
program goes back 15 months. During this
neriod, the Office hes had to deal with 1238
c8388 of izproper removal or improper dis-
closure of classified information. Two of
these cases led to the termination of the
enployees involved. A number of these cases
izd to suspensions of the employes, i.e.,
days without pay, for periods ranging from
one day to twenty days.

® The Cffice of Zecurity holds to the view in
this post Moore/Boyce/Xampliles era that
mersonnel security is still the heart of the
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matter and =maxlmum resourcss and attention--

by security officers and managers--must be given
ta the procass of finding snd holding the most
suitable, risk-free psrsonnel. Toward tials end,
we will continue to provide the bsst possible
sacurity screening and it may de, from time to
time, that a clearance being sought from this
Office will be delaysd in the interest of gualiry.
In the same vein, the 0fflce will give zop ;
prisrity to reinvestigation activity and pely-
graph retesting on a fiva-ysar cycle. VYou are
awar®, I'm sure, of the high walue of this uaique
PTOgTIR.

* A task force in the Office of Security is cur-
rently examining all aspects of Agency sseurity,
especially those relatad to personnel security,
physical security and information handling
security. I bellesve it is reasonable to assune
that the task force recommendations, when approved,
will lead to some significant changes in the
Agency'’s security environment. Patience may be
necessary as new security techniques are tried and
measured agsinst operational requliroments. Employase
convenience may be lessened in some instances as new
security seasurss are intvoducad. Through 1t all,
howsver, the smooth and successiul implementation
of axpected changes will depesnd upon management
support and true applicatlon of security as a func-
tion of command. You will ba fully informed on all
new security initiatives vhich may iapact signifi-
cantly on employes convenience Or your resources.

°® There is currently underway a document control
effort that is especially werthy of senlor manage-
ment's psrsonalized attention. It is the "Sensitive
Document Control Program” announced by the DDCI ia
his memorandum to addressess dated 1 Septesmher 1973.
While simple im concept, the program nevertheless is
vital 23 a first step in launching a more responsible
and counprahensive document control system within the
organization. The program sesks to identify the
aost sansitive and critical documents in each
component, to cluster thess holdings in maximslly
gecura locations, and to assizn personal account-
ability for them. This effort canpot succesz«d unless
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sonior managers interest themselves in the
project and support the Necords Manazement
Officers and Top Secret Control Officers
involved.

The Agency's Top Secret Control Progran is
cntering a critical year of activity as we
try‘ta~validatn the data base on collateral
Top Secret documents and perforam a total
inventory of those holdings. Agsin, success
hers will de a function of the rescurces
devoted to the affort and the managenment
sapport It gsets.

* Of course, the real key to 311 of this is the
individwal employee. His/her role cannot be
reerespiasized. ¥We must maintain an atmosphere
within the Afnnny which motivates each employvee
toward security goszls and comnsistently reinforces
secnrity swareness., Our working environment must
include constant remindsrs that effective security
1sr§§t 2 cliche but 3 sine qua non of intelligence
ey

2. I belliove any comprehénsive program to be truly
effectives and successful must have feedback. I invite your
commants and idess on how we ars progressing and ways we nmay
improve our security systan.

STAT

Robert W, GCambino
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_ttached are highlights of

. pi;ésentatlons recently made by thev

© " |Director of Security to most of

the senlor staffs.  FYI., -
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7D-43 Headguarters

Inspector Gemeral -
6E-08 Headquarters
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STAI | » | '(/\G Attached is a copy of a
/D10 k | draft report by GAO on over-

2 ' sight of the classification

) program. . ST -

3 = = Note that GAO is not

| - requesting formal comments;
however, we can discuss

4 -——— specific points with the

' principal GAO drafters.

5 ‘I have clipped references
to CIA in the report. GAO
takes issue with what they

6. consider inaccurate reporting
by CIA on the number of
classification items (see

5 - page 19).

Do you wish to make any

8. -| comments? Please let me

know narléibrgkﬁﬁh COB 9 Nov.
. - o

10.

N UM ( ffbéh@?;ﬁ’

12. / ’

ey Afw 7 S %é
=T 4 Mﬁéfﬂ‘@ —
/ .

14. o4 éaz“x%zxz;ﬂi
@7%&47403 v

15. : //f9:¥22f:,,-~

FORM £ () ust PrEVICRP egﬁq ﬁeleas 004(0$43 DP81VpO 006 . £
o 610 hone PR eSE £ 3004335+ FAROP8 [MPOEERNA1300060T7-AINCLASSIFIED

STAT



